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Abstract: This paper addresses the issue of security coordination control for belt conveyor systems
(BCSs) vulnerable to false data injection (FDI) attacks in an industrial Internet of Things scenario. A net-
worked BCSs drive model is established for the first time consisting of flexibly connected dual perma-
nent magnet synchronous motors. Subsequently, a novel security control strategy based on quadratic reg-
ulators is proposed to preserve the drive motor synchronization in response to FDI attacks that compro-
mise the signal interaction from sensors to controllers. Afterward, a composite sub-optimal security coor-
dination controller is presented based on the singular perturbation theory and the corresponding solution
approach, recognizing the two-time-scale dynamics inherent to motor systems. The proposed criteria
both eliminate ill-conditioned numerical issues and assure system stability. Furthermore, simulations
exhibit the advantages and physical experiments confirm the efficiency of the developed algorithms.

Keywords: belt conveyor systems; dual-motor drive; optimal control; singular perturbation theory; cyber
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1. Introduction

Belt conveyor systems (BCSs) are essential to transfer numerous materials in mining, metallurgy, ports, and
manufacturing industries, which substantially improves production efficiency, conserves labor, and promotes process
automation [1—2]. Due to the powerful driving force and high torque output, the dual-motor-drive module (DMDM)
is usually picked to elevate the efficiency of conveying large or heavy cargo handling jobs [3]. To maintain system
performance, DMDM is required to operate at synchronous speed and balanced torque in addition to having an effi-
cient power transmission system. Asynchronous speed or imbalanced torque of DMDM causes major threats to
machine security and operation stability of BCSs, such as conveyor belt breakage, motor damage, or even production
accidents [4]. As such, the enhancement of BCSs operational efficiency and safety heavily relies on the coordination
control of DMDM [5].

The coordination control structure of DMDM consists of four control structures, namely the virtual main shaft
one [6], the cross-coupling one [7], the parallel one, and the master-slave one [&]. The coordination performance can
be severely affected by external disturbances on any device, as the parallel control structure and the master-slave con-
trol structure lack coupled control. Therefore, the principle of cross-coupling control has been put forward. The fun-
damental idea behind cross-coupling control, initially brought forth by Koren [9], is to use the synchronization error
as a compensation signal and adjust each motor individually to minimize the errors. Chen presented an adaptive cross-
coupling control scheme and studied its stability, which simultaneously ensures stability and strengthens coordination
[10]. Zhou designed a hierarchical control strategy that combines cross-coupling control with sliding mode control,
thereby significantly reducing synchronization errors and enhancing control performance [11].

More control systems are connected via networks as a result of the industrial internet’s extensive use, and sig-
nificant wiring necessary for traditional point-to-point control can be alleviated by sharing signals across networks
[12—14]. Nevertheless, the networked control system inevitably encounters plenty of cyber attacks, which may lead to
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a decline in control performance or even system instability[ 1 5—18]. By capturing system model parameters and oper-
ating data, false data injection (FDI) attacks change the data transmitted via sensor and actuator channels, getting a lot
of research attention. A distributed estimation and control approach based on an adaptive mechanism has been pro-
posed by [19] to protect multi-agent systems’ tracking consistency from FDI attacks. A robust model predictive con-
trol method has been highlighted by [20] to provide system security against norm-bounded FDI attacks. Using the
principles of switching control, [21] broke down the original system into a switching system with several control
modes thus establishing a security control strategy against sparse FDI attacks.

It should be noted that existing security control methods cannot be directly used for the BCSs because of ill-
conditioned numerical issues caused by the multi-time-scale property (MTTP) of DMDM [22—-24], Meng studied the
problem of optimal coordinated control of a two-motor system [25], however it cannot provide effective methods to
deal with the problem for cyber attacks, and this encourages us to close this gap.

This paper aims to study the safe and coordinated control of belt conveyor systems under FDI attacks, with a
particular focus on two key performance indexes: speed synchronization and torque balance. Despite its theoretical
significance and practical potential, it poses three foreseeable yet critical difficulties: 1) how to establish a proper
attack model to characterize FDI attacks occurring on sensors to controllers; 2) how to design an appropriate security
control strategy to cope with the adverse effects of FDI attacks. 3) how to construct a reasonable control structure and
corresponding algorithm to overcome ill-conditioned numerical issues? As such, it is our main objective to find a sat-
isfactory solution to these three questions.

1) A novel BCSs” DMDM model based on flexible connected dual permanent magnet synchronous motors is
established in the industrial Internet of Things (IloT) environment.

2) A security coordinated control framework for the BCSs is designed, for the first time, under the cross-cou-
pling structure, which can ensure the synchronization of the drive motors.

3) A singular-perturbation-based algorithm is proposed to solve control gain parameters without numerical stiff-
ness, and the obtained composite controller can guarantee the sub-optimal control performance.

2. Drive model of belt conveyor in the iiot environment

In this paper, the flexible connected dual-motor system is adopted as the driving device of the belt conveyor
systems, which includes permanent magnet synchronous motors, rollers, and a flexible conveyor belt. The two motors
are connected through the flexible conveyor belt. The specific structure is shown in Figure 1, and the main parame-
ters and symbols of the motor are listed in Table 1. Due to the connection between the motors through the conveyor
belt, which is relatively distant, with low coupling and affected by dynamic loads and tension, inconsistencies in
torque and speed may occur, leading to conveyor belt failures or even motor damage. Therefore, it is necessary to
consider both torque balance and speed consistency.

Motor 1 Motor 2

Figure 1. Structure of the flexible connected dual-motor system.

Table1 Main parameter symbols of pmsw

Variable Symbol Unit
Given mechanical angular w* rad/s
velocity of motor
Mechanical angular velocity w1,w) rad/s
g shaft current iglsig A
d shaft current iq1,id A
Moment of inertia Ji, 2 kg-m?
Friction coefficient by,b; N-m-rad-s
g shaft inductance Lagt»Lag H
Polar logarithm Np1,Mp2 /
Stator resistance Ru1,R2 Q
Permanent magnet flux ©1,92 wb
Electromagnetic Te1,Te2 N-m

First, analyze the force conditions of the system structure diagram shown in Figure 1. Here, f; and f, are the
interaction forces due to the belt tension when the speeds of the two motors are inconsistent. r; and r, are the radii of
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wheel 1 and wheel 2 respectively, typically taken as r; = r, = r. k is the stiffness coefficient of the flexible con-
nected material. According to Hooke’s law, it can be obtained.

{ fi = rik [y (w2 —w))dt

fo=—nk [ (wy —w))dt M

Assuming that the loads of the two motors themselves are 7,7 ,, combined with the coupling characteristics
of the flexible coupling of fi, f>, it can be seen that the actual loads of the two motors are respectively

T’Ll = TLl +r2kfol (LU] —(,Uz)dT
T’L2 = TL2 + r2k fot (0.)2 - (L)])dT

2

Combining (2) with the mathematical model of the permanent magnet synchronous motor in the dg0 coordi-
nate system [26], the mathematical model of the dual permanent magnet synchronous motor with flexible coupling
can be obtained. Then the control strategy of iz.r = 0 is adopted, which not only realizes the maximum torque con-
trol, but also obtains the simplified system model.

diql Ral . 1 " 1

—_— =- ig——w —u

i Laql ql Laql 11 Laql ql

dw,; ”il . np1 ( s (!

B T i = 22 (T + 7k [ (w1 - w)d )
dr 7, Pilg 7, Ltr L(wl wy)dt )
di R, 1 1

i = - @ iq2_7w2‘102+7uq2

dl Laq2 Laq2 Laq2

dw, _ nlzvz . np, 2 d

? = ngﬁzlqz - Tz (TLI +r kJ;)(a)z —(L)l)dT)

3. Safety coordination control framework for belt conveyors under fdi network attacks

This section will introduces the design and analysis methods of a sefety coordination controller for a dual-motor
driven belt conveyor systems under FDI cyber attacks. Firstly, building upon the conventional cross-coupling control
structure, an optimal coordinated control architecture is proposed with the objective of minimizing velocity tracking
error and torque synchronization error. However, in practical networked belt conveyor systems, the integrity of data
transmission channels can be compromised due to cyber attacks, leading to data anomalies. Therefore, this chapter
presents a security coordination control approach where the designed controller mitigates the impact of FDI cyber
attacks on the belt conveyor systems. To avoid numerical instability issues during solution, a design methodology for
a composite suboptimal sefety coordinated controller is proposed based on singular perturbation theory.

3.1. Optimized Coordinated Control Structure for Belt Conveyor Systems

The drive module of the belt conveyor systems adopt a two-motor cross-coupling control structure as shown in
Figure 2, which can not only significantly improve the response speed and dynamic performance of the system, but
also strengthen the stability and robustness of the system. In order to take into account the speed consistency and
torque balance, the outputs of the speed regulators and the g-axis current regulators for both motors are, respectively,
designed as follows:

t
igrept = kv (0" =01+ | (@7 = w1)dr W

t
Igrer2 = kpya (W* — w)) + ko L (W" —wy)dt

g1 = kpci (iqrefl —iql) +kic Lt[l'qrefl
—Bi (ig —ig2)ldT+u ,

g = kpca (iqrefz - iqz) +kic2 jo Ligres2
+B2 (ig1 —ip) ldT +us

®)

Let ,
n = jo (W' —wy)dt

t
n, = L (W' —wy)dr (6)
m=w"—w
flz =w" )
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Figure 2. Cross-coupling control structure for Dual-motor systems.

Then

P = fo[ [iqrefl B (iql - iqZ)] dr

t . . .
P2= jo [lqrefZ +pB2 (lql - qu)] dr
D1 = ligrer1 =B (ig1 —ip
P2 = iqrefZ +IB2 iql - iq2

According to (3)-(7),the state-space form of the belt conveyors driven by dual motors can be obtained.

X=Ax+Bu+f
where

x:[wl Wy p1 P m My g iqZ]

0 1/Lag U
n n
f = |: —%Tm —%TLZ kPVlw* 0
: ’ kncik ’
w0 Necikevi Lo }
Laql
b
-2t 0 0 0 ¢ —c e
Ji b
0 -2 0 0 ¢ —C3 0
Jp
—kpy1 0 0 0 kv 0 —Bi
A _ O —kpvz O O 0 kIV2 BZ
- -1 0 0 0 0 0 0
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The control objective of this section is to ensure consistent speed and torque balance between the two drive
motors, thus the system’s outputs are chosen as:

_ i (W) —wy)
r= { & (i —ip) }

where ¢, and ¢, are weighting coefficients. The larger the weight factor corresponding to each state variable, the
more importance the controller attaches to it.

Therefore, the optimized coordinated control problem of the belt conveyor systems can be formulated as the
following LQR problem. [27] where the constant disturbance term f does not affect the system structure and hence is
not considered.

©

X=Ax+Bu
{y=Cx (10)
where
C—{ 0O 0 0 0 0 0 ¢ —{1}
L& -6 0 000 0 0

Find the optimal state feedback control # = —kx = —R~! BT Px that minimizes the following performance index
I s T _ Lo g T
J—EL OTy+u Ru)dt—ifo (" Ox + u” Ru)dt, (11)
where, Q = CTC,R > 0 are weight matrices and P is a solution of the Riccati equation
ATP+PA-PBR'B"P+Q=0 (12)

Remark 1: 8, and B, for the coupling feedback adjustment coefficient, the larger their values, the higher the
degree of coupling between the motors, the faster the system response when the load changes or external perturba-
tions, but the worse the stability of the system, generally take 5, = 3, this paper take 8; = 8, = 0.3.

3.2. Secure Controller Design under FDI Cyber Attacks

FDI cyber attacks, also known as deception attacks, manipulate the veracity of system data by injecting erro-
neous control or measurement signals into the networked transmission channels. For belt conveyor systems, exploit-
ing encryption vulnerabilities in the dual-motor system devices, FDI cyber attacks typically manifest in two forms:
(1) The data measured by the sensor is injected with false data during the communication process, thus successfully
tampering with the data received by the controller. (2) Control commands output by the controller were injected with
false data during the communication process, thereby causing the actuator to receive erroneous control commands.
This chapter focuses on researching the first type of attack, as illustrated in Figure 3.

Actuator Physical Sensor X
system
A

Communication FDI attacks /Communication
channel channel

Y

u, — X,
Controller )«
N

Figure 3. Schematic diagram of FDI attack.

The system state x suffers from the FDI cyber attack while being transmitted over the network transmission
channel from the sensor to the controller, then the controller acquires the system state as

x,=x+Fd (13)
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where x, is the false system state after the attack, d is the attack signal (channel data acquisition) to which the con-

troller is subjected, and F is the attack state matrix, which is able to indicate whether the signal is under attack or not,

where an element of 1 indicates that the signal is under attack, and an element of 0 indicates that it is not under attack.
According to (13), there must exist a real matrix ¥ such that

x, =¥x (14)

According to (14), the belt conveyor systems (10) under FDI cyber attacks can be described as follows:

{ X =Ax+Bu, (15)
yp=Cx,
where u, is the safety coordination controller to be designed for the belt conveyor system

u,=K,x, (16)

Transform the safety coordination control problem of system (15) into an LQR problem to enhance the perfor-
mance of speed consistency and torque balance in DMDM. According to the LQR algorithm, the following perfor-
mance metrics are proposed.

J= % |, Ol + ul Ry s = % [, G @ Ry (17)
where, 0, =Y CTC¥,R, > 0 are weight matrices and the state feedback control input is
u, =—R,'B"Px=-R'B" P¥x, (18)
where P is a solution of the Riccati equation (19)
A"P+PA-PBR,'B"P+Q,=0 (19)

Remark 2: This chapter focuses exclusively on a specific scenario where the sensor-controller channel is sub-
jected to FDI cyber attacks, with the attack signals linearly correlated with the system state.

3.3. Design and solution of suboptimal safety coordination controller based on singular perturbation theory

Due to the dual-time-scale property of DMDM, designing a controller by solving the corresponding Riccati
equations using traditional optimal control theory directly can easily lead to ill-conditioned numerical issues. There-
fore, singular perturbation theory [28] is employed to design a composite suboptimal safety coordination controller as
depicted in Figure 4.

ACDRY u,

Lyrep=0 Uy
X Current PI \\

pwswi | T

Safe
coordination
controller

PWSW2 |®>

v

ASR2 ACQR2 " Lo
i =0

ACDR2

Figure 4. Block diagram of the safety coordination control for a dual-motor driven belt conveyor system.

First, the state space equations are written in the form of a linear singular perturbation system
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)'Cl :A”Xl +A12X2+Bllxtp

EXy =A21x1 +A22)C2+Bzup

yp=Cx,=C¥x=Hx
=Hxi+H>x,

(20)

where & = L, is the perturbation parameter. H = C¥

R
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Since Ay, is a reversible matrix, according to singular perturbation theory, system (20) can be decomposed into
fast and slow subsystems. The original LQR problem (17) can also be decomposed into LQR problems for the fast
subsystem and the slow subsystem, with the specific decomposition as follows.

(1) Slow subsystem

{ xls =A0-xls+B()ups
yps = Hoxls + Eoups

21)

Find the optimal controller u; = Kx,, such that the slow subsystem performance index is minimized

1
Js = y;yps + u;sRups) dt

)y (
)y (

N =

x1, QX1+ 2ul NG Moxys +u), R, ) dt (22)

where
Ay =A;1—ApAyn Ay, By=B —ApAyB,,
Ho = H,—HA5}Ay, Eo=-HAyB,,
QSZHgHO, R():R"FE(];E(), R>0
(2) Fast subsystems

{ &X7(1) = A X5 (1) + Bt 4 (1)

Ypr(t) = Haxop 23)

Find the optimal controller u; = K¢x, such that the fast subsystem performance index is minimized
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1 = 5 ,
Jf :E J;) (yl’.fy!’f + Mprupf)dt
1 o
=5, E 0+ Ry 04)

where
Qf=M;M,, R>0

The feedback gain K, K; can be obtained by solving the Riccati equations corresponding to the fast and slow
subsystems separately.
0 =—K,(Ay— BoR;'El Hy) — (Ao — BoR;'EL Hy)' K,
+K,BoR,' B K, — H] (I1- EoR,'E})H, (25)

O=—KfA22—Agszﬁ'KfBzR_lBgKf—H{Hz (26)

Finally, the combined control u,. = u,,+u, is obtained and used in the original system to realize the opti-
mized coordinated control of the system. The composite suboptimal control u,, is

Upe =Ups+ Ups
=—[(I-R"'BK;A3 B,) Ry (E§ Ho + B{K,)
+R'BIK;Ay A lxi —R'ByKsx, (27

Remark 3: Due to the dual time scale characteristic of the motor system, the singular perturbation theory can
avoid the numerical solution difficulties caused by the time scale difference by using its unique mathematical frame-
work and analytical tools. This not only helps to optimize the performance of the control system, but also improves
the reliability and applicability in practical engineering applications. Therefore, the design of a safety coordination
controller using singular perturbation theory not only effectively solves the dual time scale problem of the original
system, but also ensures that the system achieves a higher level in terms of dynamic response and stability.

4. Simulation verification

The safety coordination controller proposed in this paper is applied to belt conveyor systems, and the feasibility
and effectiveness of the method is verified by simulation in this section. In the belt conveyors, » =0.1 m and
k = 10°. The motor parameters are shown in Table 2.The PI parameters of speed regulator and current regulator are
kPVl = kPVZ = 1’kIVl = kIV2 = 5kaCl = kPCZ = 1akICl = kIC2 =35.

Table2 Parameter of pmsw

Symbol Value Unit
Ji,J2 2.1x1073 kg-m?

By ,B) 6.8x1073 N-m-rad-s
Lag1,Lag2 9.8 mH
npl,ip2 4 /

Ry1,Rp2 10.7 Q

192 7.1x1072 wb

First, the optimized coordination controller for the belt conveyor system without any attack is solved. After
adding the optimized coordination controller, the synchronization error of the speed and torque of the drive motor can
be effectively reduced [25]. However, the state data collected by the system can be tampered after the system suffers
from FDI cyber attacks. By choosing an appropriate attack matrix d, a previously stable system with an optimized
coordination controller can be destroyed. Figure 5 and Figure 6 illustrate the speed and current variations of the two
drive motors during the FDI cyber attacks. It can be observed that the speed and current of the system start to oscil-
late and diverge within a short period of time, which eventually leads to system crash. This indicates that the FDI
cyber attacks can disrupt the normal operation of the system by injecting false data, thus damaging the performance
and safety of the system.

According to the method proposed in this paper, a suboptimal safety coordination controller is designed based
on the optimal control theory and singular perturbation theory. In this paper, {; = 1,{; = 10, R = I, the Riccati equa-
tions shown in (25), (26) are solved, and finally the suboptimal safety coordination controller (27) can be obtained
which is later added to the above belt conveyor system that has been attacked by FDI cyber. Figure 7 and Figure 8
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show the changes of the speed and current of the drive motor when the system is added with the safety coordination
controller. It can be seen that the speed of the two motors can be adjusted for a period of time to achieve speed syn-
chronization and torque synchronization. It can be seen that the design of the safety coordination controller can effec-
tively resist the impact of FDI cyber attacks.
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Figure 5. Angular velocity of two motors under FDI attack.
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Figure 6. Current of two motor under FDI attack.
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Figure 7. Angular speed of two motors under the safety coordination Controller.
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Figure 8. Current of two motors under safety coordination controller.

Finally, in order to test the effect of load change on the system performance, after the system is stabilized, it is
set that the load of the drive motor 1 changes at ¢ = 20s, and the load of the drive motor 2 changes at ¢ = 40s. Fig-
ure 9 and Figure 10 give the changes of the current and speed of the two drive motors when their loads are changed,
and the results show that the designed safety coordination controller can still achieve synchronization of current and
speed when the loads are changed. After a period of regulation, the two motors can still achieve speed synchroniza-
tion and torque synchronization.

9of12


https://doi.org/10.53941/ijndi.2025.100001

1JNDI, 2025, 4, 100001. https:/doi.org/10.53941/ijndi.2025.100001

400
350
300 P
250
200
150 | e @
100 | —
50 Ty
0

two motors/rpm

Angular velocities of

0 10 20 30 40 50 60
Time/s

Figure 9. Angular speed of two motors in case of sudden load change under safety coordination controller.
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Figure 10. Current of two motors in case of sudden load change under safety coordination controller.

5. Experimentation

In this section, a networked belt conveyor experimental platform as shown in Figure 11 isused for experimen-
tal validation. This experimental platform can realize the optimized coordinated control of the belt conveyor system,
in addition to simulating the impact of cyber attacks on the system. The networked belt conveyor experimental plat-
form mainly includes hardware equipment and software algorithms. The hardware system is built based on the
dSPACE system, and the main hardware parts include the dual motor-driven belt conveyor mechanical experimental
device, MircoLabBox controler, converter, voltage regulator, adapter plate, and the upper computer. microLabBox is
one of the hardware components of the a dSPACE system. As the controller of the experimental platform, it is
responsible for the compilation and running of the algorithms to verify and transmit the control signals through the 10
interface. The software system is based on Matlab/Simulink and the ControlDesk software of the dSPACE system.
The simulated cyber environment and the control algorithms for the belt conveyor system are implemented in
Matlab/Simulink and compiled into C language in MicroLabBox. The upper computer interface for experimental
operation, parameter modification and data monitoring was drawn in ControlDesk software.

HH i
il

— ce)n\%y@r
Mﬁ)tﬁ) ditivie

Figure 11. The hardware system of the networked belt conveyor experimental platform.

In the experiment, the effectiveness of the designed safety coordination controller against the impacts of FDI
cyber attacks was validated. Figure 12 and Figure 13 illustrate the drive motor speeds and currents of the belt con-
veyor system under FDI attacks after integrating the secure coordinated controller. It is evident that, after a period of
adjustment, the system achieved speed synchronization and torque synchronization. Therefore, the designed safety
coordination controller can effectively avoid the impact of FDI cyber attacks, enhancing the security and reliability of
the system.
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Figure 12. Angular speed of two motors under the safety coordinated Controller.
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Figure 13. Current of two motors under safety coordination controller.

6. Summary

In this article, the problem of safe coordinated control of belt conveyor systems under FDI cyber attacks is
investigated. Firstly, a drive control model of networked belt conveyor based on flexibly coupled dual motors is
established, and then a safe coordinated controller is designed by combining the LQR algorithm for the case of the
system suffering from FDI cyber attacks. Considering that the motor system has dual time scales, a suboptimal com-
posite safety coordination controller is designed by applying the singular uptake theory. This not only effectively
avoids the pathological numerical problem, but also reduces the dimension of the system and simplifies the computa-
tion to some extent. The final simulation and experimental ones demonstrate that this composite security coordina-
tion controller effectively counteracts the effects brought by FDI cyber attacks. For different forms of cyber attacks
and different security control methods, more in-depth research will be conducted in the future.
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